BUSINESS ASSOCIATE AGREEMENT
TO:

Solihten Institute
FROM:
[Type in the name of your Center and the name of a contact person]
DATE:
 
[Type in date of signing]
RE:       
Use and disclosure of protected health information and identity theft protection of [type in the name of your Center here with an apostrophe s] [“CENTER’s” clients

The federal Health Insurance Portability and Accountability Act of 1996 (HIPAA) and its regulations (45 CFR parts 160-164) require [type in the name of your Center here] and our business associates to ensure our client’s protected health information.
Further, our business associates agree to take such actions necessary to comply with the Federal Trade Commission’s Red Flags Rule (12 CFR 681; 682, (b) (10) and (e) (4) which require that the activities of the Center’s Business Associates are conducted consistently with our policies and procedures designed to detect, prevent, and mitigate the risk of identity theft. 

The CENTER will do business in accordance with the terms defined by the Solihten Insititute’s VideoTherapy Participation Agreement. 
As of the date of this memorandum of agreement, until further written notice from the CENTER] you will agree to the following:

1. You will hold any protected health information about the CENTER clients in the strictest confidence.

2. You will use and/or disclose this protected health information only as absolutely necessary to do the work as described above in this memorandum of agreement.

3. If you have a need to use and/or disclose this protected health information in any way, other than to do the work described in this memorandum of agreement, you will request CENTER’S  permission in writing before doing so. 

4. You will not proceed with the additional uses and/or disclosures requested in number three of this memorandum of agreement until you have received written permission from the CENTER.
5. Your use and/or disclosure of the protected health information of the CENTER will not involve a business associate of yours without prior written authorization from us. 

6. If you have a need to use and/or disclose the protected health information of CENTER’s clients with/to your business associate, you will request the CENTER’s permission in writing before doing so.
7. You will not proceed with the additional uses and/or disclosures requested in number six of this memorandum of agreement until you have received written permission from the CENTER 

8. You will abide by the the CENTER’s policies and procedures for protecting client privacy, a copy of which is attached to this memorandum of agreement.

9. Any questions or concerns you have about the CENTER’s attached policies and procedures will be directed to our HIPAA and Red Flags Compliance Officer(s).

10. You will account, in writing, for any uses and/or disclosures of the protected health 

 information of the CENTER’s clients upon our request.

11. You will provide the CENTER such other information as we may reasonably request.
12. If appropriate to your work with the Center, you shall be alert to any suspicious activity including, but not limited to the following:

a. Any client documents that seem to be forged or altered

b. Client information that appears to be inconsistent from one form of identification to another

c. Suspicious address changes

d. Any evidence that the Center’s or your records (electronic or paper) have in any way been compromised by unauthorized access or otherwise broken into.

13. In the event of any evidence or suspicion of the theft or unauthorized use of a client’s identity, you will notify the CENTER immediately and cooperate with any corrective action(s) deemed necessary under the FTC’s Red Flags Rule.
14. In the event of an unauthorized or inappropriate use and/or disclosure of the protected health information of the CENTER’s clients, you will take prompt, reasonable steps, at our direction, which will prevent future occurrences.

15. In the event the unauthorized or inappropriate use and/or disclosure of the protected health or identification information of the the CENTER’s clients are not satisfactorily responded to, we will terminate this agreement.

16. This agreement may also be terminated, without cause, by either party upon written notice.

17. At the termination of this agreement, you will destroy or return to the CENTER our entire client’s protected health information in whatever form or medium, and agree to make no future use of your knowledge of that information.
We agree to abide by the terms of this agreement.

Solihten Institute Signatory and Date              CENTER Signatory and Date

_______________________________              ____________________________

